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Facebook

• This presentation is brought to you by APCUG’s Speakers Bureau

• A benefit of your membership in APCUG

• Your presenter is Judy Taylour

• Member of the Speakers Bureau

• APCUG Advisor – Regions 10, 11, and International

• President/Webmaster/Editor – SCV Computer Club in SoCal



Why Use Facebook?

• Friends and family who want to stay in touch

• People looking for long-lost friends

• Hobbyists looking for others who share their interests

• Keeping up with the latest news and events

• Share opinions on those events

• Can interact with large numbers of people without interacting with 
each one personally

• Effective and efficient communication



Why Use Facebook?



Logging into Facebook

• Create a strong password

• Use a password manager

• Don’t sign into a third-party website with your Facebook 
credentials

• Be sure to read the privacy policy

• Gives that company permission to mine your Facebook user data 

• Personal photos if privacy level set to public



You and Your Passwords

• Longer is better

• 12 characters long at a minimum

• Includes Numbers, Symbols, Capital Letters, and Lower-Case 
Letters

• Doesn’t use obvious substitutions (0 for O) - $$ for ss

• Isn’t a Dictionary Word or Combination of Dictionary Words

• Password-guessing tools submit hundreds or thousands of words 
per minute. 

• If a password is anything close to a dictionary word, it's incredibly 
insecure.



You and Your Passwords

• Worst passwords

• #12 qwerty123

• #13 1q2w3e4r

• #15 qwertyuiop



You and Your Passwords



Least secure social media app

• TikTok?

• Snapchat?

• Instagram?

• Twitter?

• Facebook?

• YouTube?

• WhatsApp?

• LinkedIn?



Least secure social media app

• PCMag – University of New South Wales Sydney

• Social media users – US, UK, and Australia

• 66% - Facebook

• 59% - TikTok

• 53%  - Instagram 

• 53% - Snapchat 

• 47% - Twitter

• 40% - YouTube 

• 37% - LinkedIn



Records Leaked Online Again

• 2019 - personal data from over 300 million Facebook accounts 
stolen

• Previously sold in the dark web between malicious bad actors.

• Considered by some as one of the worst data breaches of all time

• 2021 - released for free on a low-level hacking forum

• Easy access for anyone with basic knowledge

• Didn’t include your phone number?

• Phone numbers provided the way into the accounts

• Profile> > > > > > >



Records Leaked Online Again

• What info was stolen?

• Full Names

• Phone numbers

• Facebook IDs

• Location

• Birth date

• Bios



Check if your phone number 
has been leaked

• Facebook phone number leak — US



Check if your email address
has been leaked

• Have I Been Pwned most popular site for email and password 
monitoring 

• In existence since 2013 - largest single breach at the time - 38 
million Adobe users

• Enter your email, and the site will list any breaches your email 
has been part of.



Who Created Have I Been Pwned 
(HIBP)

• Troy Hunt, a Microsoft Regional Director and Most Valuable 
Professional awardee for Developer Security, blogger at 
troyhunt.com, international speaker on web security and the 
author of many top-rating security courses for web developers on 
Pluralsight.

• Created as a free resource for anyone to quickly assess if they 
may have been put at risk due to an online account of theirs 
having been compromised or "pwned" in a data breach. 



Check if your email address 
has been leaked

• https://haveibeenpwned.com/

2012                   

2014

Dropbox - Email addresses, Passwords

bitly - Email addresses, Passwords, 

Usernames



Check if your email address 
has been leaked

2016

2019

LinkedIn - Email addresses, Passwords

evite - Dates of birth, Email addresses, 

Genders, Names, Passwords, Phone numbers, 

Physical addresses



Check if your email address 
has been leaked

2019

2020

Canva - Email addresses, Job titles, 

Names, Phone numbers, Physical 

addresses, Social media profiles

Nitro - Email addresses, Names, Passwords



Check if your email address 
has been leaked

2019

Data Enrichment Exposure From People Data 

Labs (PDL) Customer: Unprotected Elasticsearch 

server holding 1.2 billion records of personal 

data. Server was not owned by PDL and it is 

believed a customer failed to properly secure the 

database.

Email addresses, Employers, Geographic 

locations, Job titles, Names, Phone numbers, 

Social media profiles



Tagging

• Tagging = identifying people in a picture that has been posted 
online

• Not everyone wants to be identified online

• Tagging a person makes the photo visible on that person’s 
Timeline —even if he/she doesn’t want anyone to see it

• Tagging a person without permission can cause all sorts of  
problems

• Set up your account to have Facebook ask your permission 
before a post you have been tagged in appears on your timeline



Tagging

• Settings > Privacy > Profile and Tagging > Reviewing

• Change 1st and 3rd settings to On



Facebook Notices via Email



Surveys…..Quizzes

• Even if your best friend posts a survey or quiz, don’t participate

• Bad actors create quizzes/surveys/find the M in a gazillion W’s 
and you are a genius posts to acquire your private information

• Can hack your accounts or steal your identity using personal 
information that Facebook provides them

• May take you to a website with dangerous downloads 

• Install malicious browser extensions

• Harmful links 

• Malware



Surveys…..Quizzes



Games

• Social gaming is popular, can lead to

• Stealing your information

• Malware

• Phishing scams

• Hacking

• Prevent apps from being enabled on your Facebook account

• Settings > Privacy > Apps and Website links > Edit

• Click Turn Off button



Fact vs. Fiction

• False information thrives online

• Links to news stories, web pages, wild claims, and hoaxes that 
don’t seem right

• Someone posts the latest piece of misinformation and, seconds 
later, it can spread around the world.

• Going viral – circulated via social media to a large number of 
people



Fact vs. Fiction

• Just because someone says something doesn’t make it true

• Fake news

• Outright lies

• Conspiracy theories

• Propaganda

• Biased News

• Opinions

• Common sense



Fact vs. Fiction

• Check it out before you share it

• Go to the original site

• Factcheck.org

• Snopes

• Don’t engage with it

• Facebook algorithms will show you more

• Bottom line – only follow reputable news outlets



Using Social Media Safely & Privately

• Is it safe to use social media?

• Like any website, posts on a social networking site can contain 
links …….

• Malware

• Spam

• Phishing

• ID Theft

• Robbery

• Don’t post that you are going to be out on a certain evening, or 
on vacation….

• Post your pictures when you return home



Using Social Media Safely & Privately

• Facebook settings can be complicated

• Like customizing Windows 10, go through every one of the 
settings so Facebook works how you want it to

• Every once in a while, do a privacy checkup



Facebook Tracking Data

• Facebook collects data even when you are not on Facebook

• Apps, websites, and other services send Facebook information 
about what you are doing on the Internet

• Off-Facebook Activity gives you a look at some of that data

• Settings & Privacy > Privacy Shortcuts > View or clear  your Off-
Facebook activity > Manage Your Off-Facebook Activity



Facebook Tracking Data



Keep Your Location to Yourself

• Facebook admits it uses location data from your device

• Uses network connection to approximate where you are for 
advertising purposes

• Turn off Facebook app’s location permission on your iPhone or 
Android phone, data available will be less precise



Protect Your Account from Hackers

• Turn on 2FA (two-factor authentication)

• Backs up your password

• Verifies your identity by sending code via text or app

• Settings & Privacy > Privacy Shortcuts > Account Security > Use 
two-factor authentication



Protect Your Account from Hackers



Hide Account from Google and
Other Search Engines

• Settings & Privacy > Privacy > How people find & contact you > 
Do you want search engines outside of Facebook to link to your 
profile? > Edit

• Click check box > Turn Off



Limit Who Sees Your Profile, Photos, 
and Posts

• Settings > Privacy > Your Activity > Who can see your future 
posts? > Edit



Ads



Control Targeted Ads

• Settings & Privacy > Settings > Ads > Ad Settings > Data

• Profile information

• Personalized based on data about your activity from partners



Control Targeted Ads

• Audience-based Advertisers



Control Targeted Ads

• Social interactions

• Not shown alongside ads about social issues, elections or politics 
that have a label showing who paid for the ad



Control Targeted Ads

• You can hide ads



Restrict Facebook from Tracking Your 
Activity on Other Websites

• Install an ad blocking extension

• Privacy Badger

• Chromium websites – Chrome, Edge, Avast 

• AdBlock / AdBlock Plus

• Firefox – Facebook Container extension

• Opera – Ad blocker built into browser

• Vivaldi – Integrated Ad Blocker

• DuckDuckGo - Settings >General tab > Advertisements

• Brave blocks all ads by default



Using Social Media Safely & Privately

• Think before you click or tap

• Think before you post

• Don’t accept every friend request—decline the request

• Unfriend people whose posts you don’t like, agree with….

• Keep your contacts private

• Don’t download 3rd party apps

• Don’t play social games

• Don’t find that M that makes you a genius

• Trust your instincts



Probably Shouldn’t Share Online

• Consider the Golden Rule

• When posting to social media, following the online golden rule: 
Post only about others as you would have them post about you. If 
you can’t say something nice, don’t say anything at all.

• As a wise friend once said….Don’t post anything on social media 
you wouldn’t hang on your front door for everyone to see. 



How Does Facebook Use your 
Information

• Personal information you provide can be used  in various ways

• Profile - Age, gender, education….

• Display 3rd party ads

• Use your interest information to 

• Play a certain game

• Join a group

• Add someone as a friend

• There are many ways your personal information can be used 
legally = read Facebook’s privacy policy)



Choose Your Audience



Choose Your Audience



What to Share & Not to Share

• Keep it

• Short

• To the point

• Casual

• All CAPS is still considered yelling

• Don’t get sloppy

• Use good grammar and punctuation

• Don’t have to use full sentences

• OK to use common abbreviations and acronyms

• LOL – BTW…..

• It’s not a blog post



How Often Should I Post?
• Social media creates communities

• To be a member you need to actively 
participate

• Wait too long between posts and people 
will forget about you

• Post too frequently

• Overbearing or annoying

• Wear out your welcome

• Facebook – once a week / few times a day



10 Things to Avoid when Posting Online

1. Don’t post if you don’t have anything to say

2. Don’t post personal information

3. Don’t post personal contact information

4. Don’t post your constant whereabouts

5. Don’t post rumors, hoaxes, and urban legends

6. Don’t post about people without their permission

7. Don’t post photos of your kids, grandkids – yours or others without 
permission—remove location information

8. Don’t post sensitive information

9. Don’t post other people’s news…let them do it

10.Don’t post strong political or religious opinions



Commenting on a Post

• Do comment when input is asked or encouraged

• It’s polite to respond to people who comment on your post

• Don’t comment if it is just a “Me too” or “You bet”

• Do comment if you have knowledge or useful information  to 
share

• Do support a friend—sometimes a comment can be like a virtual 
hug

• Do make a comment if you can move it forward, by providing 
additional information or viewpoint



Commenting on a Post

• Do comment when input is asked or encouraged



Reaching more people with a post



Share a Post



Share a Post



Friend Requests



Beware

• Scammers are making virtual copies of real Facebook accounts 
by copying the photos, etc. 

• They then send friend requests to the friends listed on the real 
account.

• There are countless ways you can be scammed because we 
tend to trust our ‘friends.’ 

• If you receive a friend request from someone you are already 
friends with, search your friend list to see if you are still friends 
with that person. 

• If you are, you have just received a friend request from a 
duplicate (and probably fake) Facebook account.

• Delete the request



Are you using Facebook on your phone?

• Facebook sometimes requests access to the mic for video-
chatting and text-to-speech purposes.

• But, you don’t want to give Facebook control of your mic

• Stop it….

• iPhone > Settings > Toggle the green switch next to microphone 
to off

• Settings > Privacy > tap Microphone > find Facebook in list of 
apps > toggle the green switch off

• Android > Settings > Personal > Privacy and Safety > App 
Permissions > Microphone > Facebook > toggle slider to off

• Want to shoot video or chat with a friend, switch the mic on again



My Home Page



My Home Page



My Home Page



My Home Page



Settings

21 Selections



Settings



Notifications



Marketplace



Groups



Key Takeaways

• Passwords – Longer is better

• Turn on 2FA

• Have I been pawned?

• Don’t sign into a third-party website with your Facebook 

credentials

• Tagging a person makes the photo visible on that person’s 

Timeline—even if he/she doesn’t wany anyone to see it

• Tagging a person without permission can cause all sorts of 

problems



Key Takeaways

• Even if your best friend posts a survey or quiz, don’t participate

• Bad actors create quizzes/surveys/find the M in a gazillion W’s 

and you are a genius posts to acquire your private information. 

• False information thrives online

• Check it out before you share it

• Facebook collects data even when you are not on Facebook

• Apps, websites, and other services send Facebook information 

about what you are doing on the Internet



Key Takeaways

• Choose your audience for posts

• Limit who sees your profile, photos, and posts

• Keep your location to yourself

• Don’t accept every friend request – feel free to decline

• Don’t post anything on social media you wouldn’t hang on your 

front door for everyone to see.





Resources

• My Social Media for Seniors, Michael Miller, 3rd Edition

www.quepublishing.com/aarpbooks

• 10 Tips to Avoid (Spreading) Fake News During a Crisis,
MakeUseOf.com

https://bit.ly/3v0zqtH

• How to Avoid Seeing Fake News on Social Media – MakeUseOf

https://bit.ly/3adiJmC 

• Facebook Phone Number Link

https://bit.ly/3gfHrqy

• Have I Been Pwned

https://haveibeenpwned.com/



Resources
• Handy Guide to Facebook Terms

https://sproutsocial.com/insights/facebook-terminology-glossary/

• GCF Global - Facebook

https://bit.ly/3grOXyH

• How do I choose a good password?

https://askleo.com/how_do_i_choose_a_good_password/

• How Secure is My Password

https://www.security.org/how-secure-is-my-password/



Resources
• Rick’s Daily Tips – How can I prevent people from tagging 

me in their Facebook posts?

https://bit.ly/3wTtMeB 

• Consumer Reports – How to Use Facebook Privacy Settings

https://bit.ly/3ttOCPG 



Resources
• Facebook Privacy Settings 2021 – AskLeo

https://askleo.com/facebook-privacy/

• 533 Million Facebook Records Were Just Leaked Online –
MakeUseOf

https://bit.ly/3trCezt

• Facebook Image Sizes

https://bit.ly/3x1dEYw


